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Figure 1-6: Server Configuration tab

Server Operation
The Server operation section allows you to change the current port, advertise on Active
Directory (AD), restart the server, or stop the server connection.

Change port

You can change the server connection port by clicking the Change port button. A confirmation
message appears if you have active connections.

Figure 1-7: Confirmationmessage for changing ports with active connections

Changing the port number only takes affect when the server is restarted.
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Figure 1-8: Server Information

If the server is currently advertising on Active Directory, the port change immediately updates
the Service Connection Point (SCP).

Note: In order to ensure correct operation of the Kroll Ontrack Administrative Server and any
Ontrack PowerControls andOntrack PowerControls ExtractWizard clients, firewall solutions must
be configured to allow communication on the TCP port KOAS is configured to use. The TCP port
number can be configured via the Kroll Ontrack Management Console.

Change Advertising

Upon the first run, the Kroll Ontrack Administrative Server asks you if the Kroll Ontrack
Administrative Server should be discoverable in Active Directory. Youmust have the authority to
update the Active Directory. With the Change advertising button, this setting can be changed
at any time.

A confirmationmessage appears if you change the setting.

Restart

You can restart the server with the Restart button, which causes any connected clients to lose
their connections to the server and close down. You will be prompted to confirm this action.

Stop

You can terminate the connection to the server by clicking the Stop button. You will be
prompted to confirm this action. Once the server is stopped, it cannot be connected to by
client applications, and therefore are unable to run. You can start the server again by launching
the KOMC.

Active Connections Tab
The Active Connections tab shows the active connections to the server and allows you to
terminate selected connections.
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Figure 1-9: Active Connections tab

Connections
The Active connections tree displays the user node, the name of the machine that you are
currently running on, the application you are connected to, the session number, and the KOMC
plugins that are currently activated.

Terminate
You can break the connection to the server by clicking the Terminate connection button.

Refresh
You can update the information on the page by clicking the Refresh button.

Note: The information on the page is automatically refreshed every 10 seconds.

Available Services Tab
The Available Services tab lists all the installed services and shows which connections are
currently using them.
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Figure 1-10: Active Connections tab

Services
The Available services tab displays the same information as the Active connections tab, but it is
arranged by service.

Refresh

You can update the information on the page by clicking the Refresh button.

Note: The information on the page is automatically refreshed every 10 seconds.
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Overview
Kroll Ontrack Administrative Server (KOAS) provides you the ability to restrict access to mailboxes
containedwithin private Exchange mailbox stores to clients using Ontrack PowerControls. To
assist you in reinforcing your corporate security policies, you can set permissions on internal and
external mailboxes to your forest, to groups or individuals, and in any configuration.

Permissions fall into one of five categories:

n Internal Mailboxes: These permissions apply to specific mailboxes that exist within the
current forest.

n External Mailboxes: These permissions apply to specific mailboxes that do not exist within
the current forest.

n Mailbox categories: These permissions apply to mailboxes according to their category.

n All Mailboxes: These permissions apply to all mailboxes.

n Refusals List: Anymailbox that does not find amatch or are denied access end up in this
list.

Important: The Mailbox Permissions Service is supported for cases in which both server and client
systems are joined to domains in the same forest (where domains have a two-way trust
relationship). The Mailbox Permission Service is not supported for scenarios in which the client
system(s) are operating in a different forest to the server.

Note: The Mailbox Permissions Service is able to control access to individual mailboxes
containedwithin offline Microsoft Exchange EDB data stores originating from Microsoft Exchange
5.5, Microsoft Exchange 2000, Microsoft Exchange 2003, Microsoft Exchange 2007, Microsoft
Exchange 2010, andMicrosoft Exchange 2013. Please note that mailboxes containedwithin an
EDB data store from Microsoft Exchange 5.5 cannot be recognized as internal andwill therefore
always be treated as external.

Multi-Tenant Background
The mailbox permissions service includes support for both:

1. Multi-domain environments – and –
2. Microsoft Exchange Server 2010 and 2013multi-tenant features, specifically:

a. /hosting deployments of Microsoft Exchange Server with Exchange Hosted
Organizations (Microsoft Exchange Server 2010 SP1 only)

b. Address Book Policies
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Figure 2-3: Vertical Permission Check

If the access request finds amatch, it stops searching and uses whatever permission setting is set
for its match.

Note: If there is amatch further down the list in another group and the permission is a different
setting, the access request only uses the first hit of that match.

If the access request does not find amatch in one tier, it continues on through each tier and the
permissions settings for each tier. If there is no match in any tier or Group or user list, or it finds a
match and the permission setting is "Deny," it lands in the Manage Refusals list.

Manage Refusals list tab
Any access request that moves through the 3-tier check andwas not matched at any level or
wasmatched and the permission setting is "Deny," the mailbox ends up in the Manage Refusals
list. Temporary or permanent permission can be set for anymailbox in the Manage Refusals list.
For more information, see "Manage Refusals Tab" on page 33.

Examples of Use
1. Scenario #1: The Administrator sets the "Any" user permission setting on "Deny" in the All

mailboxes tab. All mailboxes are inaccessible as a result. The Administrator needs access
to the CEO's mailbox in an EDB file.
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The CEO is internal to the Administrator's forest, and access should only be provided to this
mailbox, while all other mailboxes remain inaccessible. He adds the CEO's mailbox into
the Specific (Internal) mailbox list using the "AddMailbox" button on that page. He then
adds his user name to the users and/or group list using the "Add user/group..." button and
sets the permission to "Allow."

Since the CEO's mailbox is listed on the specific internals list and this is processed first, when
the Administrator uses Ontrack PowerControls to open the EDB containing mailboxes from
within his forest, the CEO's mailbox is accessible while all other mailboxes are inaccessible.

2. Scenario #2: The Administrator runs Ontrack PowerControls and attempts to open an EDB
containing amailbox belonging to Paul Smith, an executive who is internal to the
Administrator's forest. It is inaccessible. It passes through the Specific Internal group or user
listings and no match is found. It then processes through the MailboxCategories and no
match is found. It thenmoves to the All tab and processes through the Group or users list
and no match is found. It ends up in the Manage Refusals list.

The client using Ontrack PowerControls is performing some transactions requiring that Paul
Smith's mailbox be accessible. Since the Administrator does not want access to Paul
Smith's mailbox to be permanent, the temporary access is set for a day. The client
performs his tasks onOntrack PowerControls andwhen the time limit expires, Paul Smith's
mailbox automatically reverts back to being inaccessible.

3. Scenario #3: The Administrator sets permissions so that he is allowed access to all external
mailboxes in the MailboxCategory tab. These are mailboxes that are outside the
Administrator's forest. The Administrator runs Ontrack PowerControls and opens an EDB
containing mailboxes from within the forest.

Ontrack PowerControls denies access to all mailboxes in this EDB. The Administrator then
opens an EDB containing mailboxes from another environment. Ontrack PowerControls
allows access to all mailboxes in this EDB as they are external to the forest.

4. Scenario #4: The Administrator has freshly installed the Kroll Ontrack Administrative Server
and has no mailboxes permission rules defined. As a result, all mailboxes are inaccessible.
The Administrator has Address Book Policies defined for a number of different groups within
his organization and has created group specific administrator users. Each group
administrator should be allowed access to the mailboxes within their group. For example,
‘Group Administrator ABP1’ should be able to access mailboxes listed in the Global
Address List (GAL) for the Address Book Policy, ‘ABP1’.

On the ‘Mailbox categories’ tab, the Administrator opens the Mailbox category list,
selects “Internal to ABP ‘ABP1’”and then adds the ‘Group Administrator ABP1’ user name
to the users and/or group list by clicking "Add user/group..." and sets the permission to
"Allow."
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When the ‘Group Administrator ABP1’ user runs Ontrack PowerControls and opens an EDB
containing mailboxes from the organization as a whole, only those mailboxes that are
listed in the ABP1Address Book Policy GAL are accessible. All other mailboxes are not
accessible. Since no other mailbox permissions are definedwhen another user runs
Ontrack PowerControls and opens the same EDB, no mailboxes can be accessed.

5. Scenario #5: The Administrator clears mailbox permissions. All mailboxes are inaccessible
as a result. The Administrator’s environment has deployedMicrosoft Exchange Server 2010
with the ‘/hosting’ switch and has a number of Microsoft Exchange Server Hosted
Organizations defined. The Administrator has created hosted organization specific
administrator users. Each hosted organization administrator should be allowed access to
the mailboxes within their hosted organization. ‘HostedOrganization 1 Administrator’
should be able to access mailboxes from ‘HostedOrganization 1’ and ‘Hosted
Organization 2 Administrator’ should be able to access mailboxes from ‘Hosted
Organization 2’.

On the ‘Mailbox categories’ tab, the Administrator opens the Mailbox category list and
selects “Internal to organization ‘HostedOrganization 1’”. He then adds the ‘Hosted
Organization 1 Administrator’ user name to the users and/or group list by clicking "Add
user/group..." and sets the permission to "Allow." He then repeats this process for ‘Hosted
Organization 2’.

When the ‘HostedOrganization 1 Administrator’ user runs Ontrack PowerControls and
opens an EDB containing mailboxes from the environment as a whole, only the mailboxes
from ‘HostedOrganization 1’ can be accessed. All other mailboxes are denied. When the
‘HostedOrganization 2 Administrator’ user runs Ontrack PowerControls and opens that
same EDB, only those mailboxes that are from ‘HostedOrganization 2’ can be accessed;
he cannot access mailboxes from ‘HostedOrganization 1’ or anywhere else, just as
‘HostedOrganization 1 Administrator’ cannot access mailboxes from ‘Hosted
Organization 2’.

Specific (Internal) Tab
The Specific (Internal) tab presents a list of known internal mailboxes. By selecting one from the
list, the permissions associatedwith that mailbox can be viewed and/or edited.
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Figure 2-4: Specific (Internal) tab

Location Column
The Location column provides information relating to the location of amailbox. This column is
present in the following:

n Specific (Internal) page

n Choose Internal Mailboxes dialog box

n Manage Refusals page

The location of amailbox is determined in order of the following criteria:

1. Address book policy (ABP) with aGlobal Address List (GAL) that includes the mailbox
owner.

2. Hosted organizationmembership
3. Domainmembership.

The association of an ABP takes precedence over membership of a hosted organization which
takes precedence over membership of a domain.

The location column consists of a prefix and location details in the form ‘<Location:><Details>’
as follows:

Abp:Mailbox owner is listed by the Global Address List of named address book policy or policies.

Org:Mailbox owner is amember of the named hosted organization.
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Dom:Mailbox owner is amember of the named domain.

For example: ‘Abp:ABP1’, ‘Org:HostedOrg1’, ‘Dom:domain.com’.

Adding a Mailbox
You can add amailbox to the Internal mailbox list. This list is used to apply permissions in the
Permissions for mailbox section.

You can filter the list to help you in finding specific users in a large organization. The list is
populatedwith all of the live mailboxes found in the forest, along with their location. Youmay
select one or more of these mailboxes to add to the list.

To add internal mailboxes

1. Click the Specific (Internal) tab.
2. Click Add Mailbox. The Choose Internal Mailboxes to Addwindow appears.

Figure 2-5: Choose Internal Mailboxes to Add

3. Enter aName Filter and click Search. The list populates with mailboxes based on the filter
you entered.

4. Do one of the following:
l Click All to select the whole list of mailboxes.

l Select mailboxes individually.

l Clear mailboxes list by clicking None.

5. ClickOK. The Internal mailboxes list is populatedwith selectedmailboxes.
6. Click Save.

Adding and Removing a User or Group
You can add a new group or user to the Group or user box in the Permissions for Mailbox section.
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Figure 2-6: Add user/group button

To add a user or group

1. Click Add user/group. The Add Groups or Userswindow appears.

Figure 2-7: AddGroups or Users window

2. Select or clear theObject types you want to search, Users and/or Groups.
3. Do one of the following:

l Enter aName filter to narrow down the list and click Search.

Note: KOAS inserts an "*" to create awild card search.

l Click Any user. The Add Groups and Userswindow closes andAny is listed in theGroup
or user box.

4. In the populated list, do one of the following:
l Click All to select the whole list of users and groups.

l Select users and groups individually.

l Clear users and groups list by clicking None.

5. ClickOK.
6. Click Save.
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To remove a user or group

1. Select one or more groups or users by clicking once in theGroup or user box. Multiple
groups or users can be selected using the Shift orCtrl key.

2. Click Remove user/group.
3. Click Save.

Setting Permissions for a Mailbox
The Permissions for Mailbox section is used to set permissions for groups or users, add or remove
groups or users, or change the order on which they are processed through.

Figure 2-8: Permissions for Mailbox section

Group or user

The Group or user box lists the Name of the group or user and the Type, Group or User.

To set permissions on a group or user

1. Click once on a group or user in theGroup or user box.

Note:Multiple users can be selected by holding down the Shift key.

2. Select Allow or Deny under Actions.

Figure 2-9: Permissions applied to group or user

Sorting the Permission Order
You can change the order of Groups or users using the up and down arrows. The order of the
group or user affects the order in which the permissionmodel processes. For example, in the
Figure below, if user "Administrator" has the permission setting of "Allow" and the group "Any" is set
to "Deny," since "Administrator" is listed first, it will be "hit" first.
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Figure 2-10: "Administrator" is listed first in Group or user box and the permission setting is "Allow."

In the next Figure, the group "Any" has beenmoved to the top of the list and is hit first. Any group
or user listed beneath "Any," even if the permission setting is "Allow," does not get hit since "Any"
was hit first and its setting is "Deny." Therefore, any group or user, no matter what the permission
setting, is denied permission to access.

Figure 2-11: The Group "Any" has beenmoved to the top of the list and the permission setting is
"Deny."

Specific (External) tab
External Mailboxes are mailboxes not foundwithin the Administrator's forest that are not detailed
in Active Directory. The Specific (External) mailboxes tab presents a list of known external
mailboxes. By selecting one from the list, the permissions associatedwith that mailbox can be
viewed and/or edited.
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Figure 2-12: Specific (External) tab

Adding a Mailbox
You can add external mailboxes to the External Mailbox list. You can use this list to apply
permissions in the Permissions for mailbox section.

To add an external mailbox

1. Select the Specific (External) tab.
2. Click Addmailbox. The Select an EDBwindow appears.

Figure 2-13: Select an EDB

3. Do one of the following:
l Browse for an EDB File.

l Browse for a Log file directory.
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4. ClickOK. The EDB file is opened. During this time a progress window appears:

Figure 2-14: EDB Parsing Progress window

Upon completion of loading the EDB file, the Choose External Mailboxes to Addwindow
appears.

Figure 2-15: Choose External Mailboxes to Addwindow

5. Do one of the following:
l Click All to select the whole list of mailboxes.

l Select mailboxes individually.

l Clear mailbox list by clicking None.

6. ClickOK. The External mailboxes list is populatedwith selectedmailboxes.
7. Click Save.

To remove an external mailbox

1. Select one or more external mailbox(es) in the list.
2. Click Remove mailbox.
3. Click Save.

Adding and Removing a User or Group
You can add a new group or user to the Group or user box in the Permissions for Mailbox section.
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Figure 2-16: Add user/group button

To add a user or group

1. Click Add user/group. The Add Groups or Userswindow appears.

Figure 2-17: AddGroups or Users window

2. Select or clear theObject types you want to search, Users and/orGroups.
3. Do one of the following:

l Enter aName filter to narrow down the list and click Search.

l Click Any user. The Add Groups and Userswindow closes andAny is listed in theGroup
or user box.

4. In the populated list, do one of the following:
l Click All to select the whole list of users and groups.

l Select users and groups individually.

l Clear users and groups list by clicking None.

5. ClickOK.
6. Click Save.

To remove a user or group

1. Select one or more groups or users by clicking once in theGroup or user box. Multiple
groups or users can be selected using the Shift orCtrl key.
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2. Click Remove user/group.
3. Click Save.

Setting Permissions for a Mailbox
The Permissions for Mailbox section is used to set permissions for groups or users, add or remove
groups or users, or change the order on which they are processed through.

Figure 2-18: Permissions for Mailbox section

Group or user

The Group or user box lists the Name of the group or user and the Type, Group or User.

To set permissions on a group or user

1. Click once on a group or user in theGroup or user box.

Note:Multiple users can be selected by holding down the Shift key.

2. Select Allow or Deny under Actions.

Figure 2-19: Permissions applied to group or user

Sorting the Permission Order
You can change the order of Groups or users by using the up and down arrows. The order of the
group or user affects the order in which the permissionmodel processes. For example, in the next
Figure, if user "Administrator" has the permission setting of "Allow" and the group "Any" is set to
"Deny," since "Administrator" is listed first, it will be "hit" first.
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Figure 2-20: "Administrator" is listed first in Group or user box and the permission setting is "Allow."

In the next Figure, the group "Any" has beenmoved to the top of the list and is hit first. Any group
or user listed beneath "Any," even if the permission setting is "Allow," does not get hit since "Any"
was hit first and its setting is "Deny." Therefore, any group or user, no matter what the permission
setting, is denied permission to access.

Figure 2-21: The Group "Any" has beenmoved to the top of the list and the permission setting is
"Deny."

Mailbox Categories Tab
Using the MailboxCategories tab, you can set permissions to mailboxes categorized by their
location. For more information about locations, see "Location Column" on page 15.

The mailbox categories available in a specific environment are dependent on the configuration
and deployed features in that environment. Operation in amulti-domain forest or whenmulti-
tenant features like Address Book Policies and Exchange HostedOrganizations are in use will
affect the categories listed.
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Figure 2-22: Mailbox categories tab

Setting the Mailbox Category
Select the MailboxCategory to which you want the permission to apply from the following:

n Internal to ABP 'xxx': Referenced by this specific Address Book Policy Global Address List.

n Internal to any ABP: Referenced by any Address Book Policy Global Address List.

n Internal to organization 'xxx':Member of a specific Microsoft Exchange Server hosted
organization.

n Internal to any organization:Member of anyMicrosoft Exchange Server hosted
organization.

n Internal to domain 'xxx' but not configured in an ABP or organization:Member of a specific
domain, but not referenced by an Address Book Policy Global Address List or member of a
Microsoft Exchange Server hosted organization.

n Internal to forest but not configured in an ABP or organization:Member of any domain in
the forest, but not referenced by an Address Book Policy Global Address List or member of
aMicrosoft Exchange Server hosted organization.

n Internal to forest:Member of any domain in the forest.

n External to forest:Member of a domain outside the forest.

Adding and Removing a User or Group
You can add a new group or user to the Group or user box to the selected category.
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Figure 2-23: Add user/group button

To add a user or group

1. Click Add user/group. The Add Groups or Userswindow appears.

Figure 2-24: AddGroups or Users window

2. Select or clear theObject types you want to search, Users and/orGroups.
3. Do one of the following:

l Enter aName filter to narrow down the list and click Search.

l Click Any user. The Add Groups and Userswindow closes andAny is listed in theGroup
or user box.

4. In the populated list, do one of the following:
l Click All to select the whole list of users and groups.

l Select users and groups individually.

l Clear users and groups list by clicking None.

5. ClickOK.
6. Click Save.
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To remove a user or group

1. Select one or more groups or users by clicking once in theGroup or user box. Multiple
groups or users can be selected using the Shift orCtrl key.

2. Click Remove user/group.
3. Click Save.

A note on user and group naming and identification
In commonwith all controls within the Mailbox Permissions service that list users and groups
information is displayed in a standardized form designed to disambiguate.

Users are identified by their User Principal Name (UPN) followed by additional information in
parenthesis. The UPN is used to disambiguate and ensure the user can be uniquely identified. In
parenthesis following the user name additional information is provided as follows:

n ‘<UPN> (<domain.name,<Loc:><LocationName>)’ – where

l <UPN> is the User Principal Name (e.g. user@domain.com)

l <domain.name> is the domain where the user is defined (e.g. domain.com).

l <Loc:><LocationName> can be:

o Org:<Exchange HostedOrg Name>

o Abp:<Assigned ABP>

l e.g. john.doe@company.com (corp.company.com)

l e.g. administrator@org1.com (hosted.local,Org:org1)

l e.g. administrator@domain.local (domain.local,Abp:Abp_1)

Groups are identified by their name followed by additional information in parenthesis. The
additional information is used to disambiguate and ensure the group can be uniquely identified.
In parenthesis following the user name additional information is provided as follows:

n ‘<Group name> (<info>)’

l <Group name> is the name of group.

l Where <info> can be:

o The domain where the user is defined (e.g. domain.com).

o ‘Well known SID’ – In multi-domain environments this is shownwhen the group is
an inbuilt security group identified by awell-known SID. Each domain will likely
have its own instance of a well-known group so KOAS aggregates them into a
single object to avoid confusion.

o The special ‘Any’ group provided to match any user will display as ‘Any
(Matches any user)’

l e.g. Administrators (corp.company.com)
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l e.g. Account Operators (Well known SID)

l e.g. Any (Matches any user)

Note: If permissions are set for a user or group and that user or group is later deleted it will no
longer be recognized. In this scenario the user/group name will be: ‘<user/group name> (Ext:)’.

Setting Permissions for Mailboxes Matching the Selected
Category
You can use this section to set permissions for groups or users, add or remove groups or users, or
change the order on which they are processed through.

Group or user

The Group or user box lists the Name of the group or user and the Type, Group or User.

Figure 2-25: Permission for the category "Internal to forest" (anymailbox that is amember of any
domain in the forest)

To set permissions on a group or user

1. Click once on a group or user in theGroup or user box.

Note:Multiple users can be selected by holding down the Shift key.

2. Select Allow or Deny under Actions.

Figure 2-26: Permissions applied to group or user
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Sorting the Permission Order
You can change the order of Groups or users by using the up and down arrows. The order of the
group or user affects the order in which the permissionmodel processes. For example, in the next
Figure, if user "Administrator" has the permission setting of "Allow" and the group "Any" is set to
"Deny," since "Administrator" is listed first, it will be "hit" first.

Figure 2-27: The "Administrator" user is at the top of the list and the Action is set to "Allow"
permission.

In the next Figure, the group "Any" has beenmoved to the top of the list and is hit first. Any group
or user listed beneath "Any," even if the permission setting is "Allow," does not get hit since "Any"
was hit first and its setting is "Deny." Therefore, any group or user, no matter what the permission
setting, is denied permission to access.

Figure 2-28: The Group "Any" has beenmoved to the top of the list and the Action is set to "Deny"
permission.

All Mailboxes Tab
All Mailboxes is a general mailbox category that allows permissions to be set at a high level (e.g.,
allow a user or group to access anymailbox).
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Figure 2-29: All mailboxes tab

Adding and Removing a User or Group
You can add a new group or user to the Group or user box in the All mailboxes tab.

Figure 2-30: Add user/group button
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To add a user or group

1. Click Add user/group. The Add Groups or Userswindow appears.

Figure 2-31: AddGroups or Users window

2. Select or clear theObject types you want to search, Users and/orGroups.
3. Do one of the following:

l Enter aName filter to narrow down the list and click Search.

l Click Any user. The AddGroups and Users window closes andAny is listed in theGroup
or user box.

4. In the populated list, do one of the following:
l Click All to select the whole list of users and groups.

l Select users and groups individually.

l Clear users and groups list by clicking None.

5. ClickOK.
6. Click Save.

To remove a user or group

1. Select one or more groups or users by clicking once in theGroup or user box. Multiple
groups or users can be selected using the Shift orCtrl key.

2. Click Remove user/group.
3. Click Save.

Setting Permissions for All Mailboxes
You can use this section to set permissions for groups or users, add or remove groups or users, or
change the order on which they are processed through.

Group or user
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The Group or user box lists the Name of the group or user and the Type, Group, or User.

Figure 2-32: Group or user box

To set permissions on group or user

1. Click once on a group or user in theGroup or user box.

Note:Multiple users can be selected by holding down the Shift key.

2. Select Allow or Deny under Actions.

Figure 2-33: Permissions applied to group or user

Sorting the Permission Order
You can change the order of Groups or users by using the up and down arrows. The order of the
group or user affects the order in which the permissionmodel processes. For example, in the next
Figure, if user "Administrator" has the permission setting of "Allow" and the group "Any" is set to
"Deny," since "Administrator" is listed first, it will be "hit" first.
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Figure 2-34: The "Administrator" is at the top of the list and the Action is set to "Allow" permission.

In the next Figure, the group "Any" has beenmoved to the top of the list and is hit first. Any group
or user listed beneath "Any," even if the permission setting is "Allow," does not get hit since "Any"
was hit first and its setting is "Deny." Therefore, any group or user, no matter what the permission
setting, is denied permission to access.

Figure 2-35: The Group "Any" has beenmoved to the top of the list and the Action is set to "Deny"
permission.

Manage Refusals Tab
You can change the permission setting on amailbox that has failed access attempts either
through a "Deny" permission setting or by not finding amatch. The server maintains a list of all the
failedmailbox access attempts. These are listed in the Manage refusals tab of the Kroll Ontrack
Management Console.
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Manage refusals tab

The Manage refusals tab displays the following information:

n User Name: Name of the user that attempted the access.

n Mailbox Display Name: Name of the mailbox on which access was attempted.

n Last Refused: Date and time of the last failed attempt.

n Access Granted Until: Date and time up to which access will be allowed.

n Mailbox File: The path to the file where the mailbox originated.

n GUID: The unique identification of the mailbox.

n Mailbox Location: The location of the mailbox. For more information, see "Location
Column" on page 15.

Allowing a Refusal
There are two ways you can allow a refusedmailbox access. A refusal can be temporarily
allowed or permanently allowed.

Permanently allowing a refusal involves generating a permission entry for that access attempt.

Temporarily allowing a refusal requires that the user indicate the duration of the access.
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Figure 3-14: Adding a SharePoint Database to the Licensed List

Select "Add to Licensed List" to permanently add this database to the list of licensed databases
in the Central License Server which counts against the SharePoint Database name quota.

Clients permitted to add SharePoint databases check box

This check box allows the administrator to control whether clients can add new databases to the
quota.

Figure 3-15: Check box to allow clients to add new databases

Note: The Exchange Server check boxworks independently of the SharePoint database check
box, enabling you to add to the Exchange Server quota while the SharePoint database quota
check box is disabled.

Refresh Button

The Refresh button delivers the most current information detailing the quota usage. Refresh is
also available through a context menu by right-clicking in the window.
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Using the License File Tab
The License File tab displays all of the information supplied by the license file currently being used
by the CLS. It displays the license file name and allows the launch of the License Information
window, which can be used to preview other license files and switch license files, if desired.

Figure 1: License File tab

License File Name Field
The License File Name field displays the name of the license file currently in use.

Tip: Copy the supplied license file to your local storage location.

Click the Change button to launch the License Information windowwhich enables you to switch
to another license file or buy a new subscription from Kroll Ontrack.

Changing the License File
The License Information window allows the CLS administrator to view license files other than the
license file currently in use by the CLS. It allows the CLS administrator to change the license file
currently in use by the CLS. Changing to another license file requires a restart of the CLS service.

Note: All existing CLS client connections are lost when the CLS service restarts. Providing the
Agent for Administrative services is not active the clients will simply reconnect on their next
licensing check, and there is no loss of work. If the Agent for Administrative services is active the
clients will be forced to close.
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Tip: Kroll Ontrack recommends storing one single license file in a centralized location for easier
management of the Ontrack PowerControls application suite.

Figure 3-16: License Information window
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Audit Service First Run Configuration
When the audit service plugin is first installed using the Kroll Ontrack Management Console, a
configuration screen allows you to change the audit store root path and the 24-hour log rollover
time. For more information, see "Configuration Tab" on page 62.

Figure 4-1: Audit Service First Run

Skip Button
The "Skip" button can be used to skip finalization of the current plugin. If a plugin's finalization is
skipped, it will not be available for configuration in the KOMC and its service not provided to
clients, as it is deactivated. Skipped plugins can be activated using the Plug-in Activation
command on the Tools menu item at any time after finalization.

Advertising on Active Directory
After finalizing (or Skipping) each plugin, you are prompted as to whether you want to advertise
in Active Directory.

Figure 4-2: Active Directory Advertising message

For more information, see "Server Operation" on page 5.
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Manage Logs Tab
In the audit log file main window, you are presentedwith the directory tree of log files. You can
view, copy, validate, and delete audit logs. When you select "View Log," the log is first verified,
and then displays in a browser window.

Figure 4-3: Manage Logs tab

Note: The date and time used to form the name of the folder and log file are based on UTC
(GMT+0), not local time.

Log Directory Tree
Note: A session log's folder name is determined by using client application name (e.g. Ontrack
PowerControls) followed by the date and time the session started (in UTC -GMT+0, not local
time-zone). In cases when two clients connect within the same second, the folder name of the
second connection will be suffixed with a lower case letter `a.' If a third connection occurred
within the same second it would be suffixed with `b' and so on.

Audit Logs
The right pane displays the audit session logs.
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n If the icon at the beginning of the log is and/or the log file name has a "@" at the end, it
indicates the session is still running and therefore the log is incomplete.

n If the icon is , it indicates the session is complete.

Note: A session log's name is determined using the date and time the session started (in UTC -
GMT+0, not local time-zone) with an .xml file extension. Over time, log files will grow and so in
order to prevent logs from growing so large that they become unwieldy, new `rollover' logs are
created. The naming convention for these `rollover logs' is the original date and time name with
a `_1' suffix for the first rollover log, a `_2' suffix for the second rollover log, and so on.

Refresh
You can update the information on the page by clicking the Refresh button.

View Log
You can open an audit log by selecting a log in the right pane and clicking the View Log button.
It opens after a validation is performed. If the validation fails, the log is still viewable but a warning
message is displayed.

Figure 4-4: Audit Session sample

Session Data

This section includes:

n Application Name: The name of the application or service being audited (for example,
Ontrack PowerControls).
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n User Name: Name of the user logged in and running the application. The user name is the
Unique Principal Name (UPN) of the user with the domain name in parenthesis; for
example, user.name@location.com (domain.local).

n Machine Name: The network name for the computer.

n Session Start Time: Start of the Kroll Ontrack Administrative Server Audit Session for that
application.

n Session End Time: End of the Kroll Ontrack Administrative Server Audit Session for that
application.

n Session End Reason: The reason the session was ended: "Closed -Client Closed Session,"
the application closed: "Closed -Connection Lost," the connection failed unexpectedly
(for example, network failure).

Figure 4-5: Activity Data in the Audit Log

Activity Data

This section logs:

n Total Activity Entries: The total number of activities entered by the user.

n Activity Id: Sequential number assigned to user activity.

n Server Time: The time of day according to the server.

n Client Time: The time of day according to the client.

n Action: The type of activity based on the audit activities listed in Appendix A: Activities to
be Logged.
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