Chapter 1: Kroll Ontrack Administrative Server

B Kroll Ontrack® Management Console

File  Tools  Help

Server configuration §Active connections | Available services

E

Server machine name : USEP4

Server address | USEP49NDZTS

-1

“ Fermissions Part number | 49,152

This server is advertised on Ackive Directary
i licensing Server Up kime : 00:10:29

Conneckions : 2

Server aperakion

Zhange advertising

Figure 1-6: Server Configuration tab

Server Operation
The Server operation section allows you to change the current port, advertise on Active
Directory (AD), restart the server, or stop the server connection.

Change port

You can change the server connection port by clicking the Change port button. A confirmation
message appears if you have active connections.

\‘:F/ There are 3 active connections at the mament. Changing the port requires that the Kroll Ontracki® Administr ative

Server be restarted. This will terminate any existing connections, Are you sure you want to do this?

[ Lo ] [ ] ]

Figure 1-7: Confirmation message for changing ports with active connections

Changing the port number only takes affect when the serverisrestarted.
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Server Information

Server address (name or IP address)

Port number [0 ko 65,535)

Figure 1-8: Server Information

If the serveris currently advertising on Active Directory, the port change immediately updates
the Service Connection Point (SCP).

Note: In order to ensure correct operation of the Kroll Ontrack Administrative Server and any
Ontrack PowerControls and Ontrack PowerControls ExtractWizard clients, firewall solutions must
be configured to allow communication on the TCP port KOAS is configured to use. The TCP port
number can be configured via the Kroll Ontrack Management Console.

Change Advertising

Upon the first run, the Kroll Ontrack Administrative Server asks you if the Kroll Ontrack
Administrative Server should be discoverable in Active Directory. You must have the authority to
update the Active Directory. With the Change advertising button, this setting can be changed
at any time.

A confirmation message appears if you change the setting.
Restart

You canrestart the server with the Restart button, which causes any connected clients to lose
their connections to the server and close down. You will be prompted to confirm this action.

Stop

You can terminate the connection to the server by clicking the Stop button. You will be
prompted to confirm this action. Once the serveris stopped, it cannot be connected to by
client applications, and therefore are unable to run. You can start the server again by launching
the KOMC.

The Active Connections tab shows the active connections to the server and allows you o
terminate selected connections.
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Kroll Ontrack® Management Console

File  Tools  Help

| Server configuration | Active connections |4y silable services

E

Connections
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= A5 Management Consale vw1.2.0.1
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Auditing Service
Central License Service
Mailbox Permissions Conkrol
Server Configurator

=2 {127.0.0.1 - 00:30:47)
Auditing Service

¥

s --ﬂ
Permizziohs

i Licensing

[ Terminate connection ]

Figure 1-9: Active Connections tab

Connections

The Active connections tree displays the user node, the name of the machine that you are

currently running on, the application you are connected to, the session number, and the KOMC
plugins that are currently activated.

Terminate

You can break the connection to the server by clicking the Terminate connection button.

Refresh

You can update the information on the page by clicking the Refresh button.

Note: The information on the page is automatically refreshed every 10 seconds.

Available Services Tab

The Available Services tab lists all the installed services and shows which connections are

currently using them.
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B Kroll Ontrack® Management Console |Z||§|E|
File  Tools  Help

T
| Server configuration | Active connections” &vailable services ]l

E

SErvices

Auditing Service

Central License Service
Mailbo: Permissions Contral
Server Configurator

¥

s --ﬂ
Permizziohs

i Licensing

Figure 1-10: Active Connections tab

Services
The Available services tab displays the same information as the Active connections tab, but it is
arranged by service.

Refresh
You can update the information on the page by clicking the Refresh button.

Note: The information on the page is automatically refreshed every 10 seconds.

©2013 Kroll Ontrack Inc 8



J| Kroll Ontrack.

Chapter 2: Mailbox Permissions Service

Kroll Ontrack Administrative Server (KOAS) provides you the ability to restrict access to mailboxes
contained within private Exchange mailbox stores to clients using Ontrack PowerControls. To
assist you in reinforcing your corporate security policies, you can set permissions on internal and
external mailboxes to your forest, to groups or individuals, and in any configuration.

Permissions fall into one of five categories:

= Internal Mailboxes: These permissions apply to specific mailboxes that exist within the
current forest.

= External Mailboxes: These permissions apply to specific mailboxes that do not exist within
the current forest.

= Mailbox categories: These permissions apply fo mailboxes according to their category.
= All Mailboxes: These permissions apply to all mailboxes.

= Refusals List: Any mailbox that does not find a match or are denied access end up in this
list.

Important: The Mailbox Permissions Service is supported for casesin which both server and client
systems are joined to domains in the same forest (where domains have a two-way trust
relationship). The Mailbox Permission Service is not supported for scenarios in which the client
system(s) are operating in a different forest to the server.

Note: The Mailbox Permissions Service is able to confrol access to individual mailboxes
contained within offline Microsoft Exchange EDB data stores originating from Microsoft Exchange
5.5, Microsoft Exchange 2000, Microsoft Exchange 2003, Microsoft Exchange 2007, Microsoft
Exchange 2010, and Microsoft Exchange 2013. Please note that mailboxes contained within an
EDB data store from Microsoft Exchange 5.5 cannot be recognized as internal and will therefore
always be treated as external.

The mailbox permissions service includes support for both:

1. Multi-domain environments—and -
2. Microsoft Exchange Server 2010 and 2013 multi-tenant features, specifically:

a. /hosting deployments of Microsoft Exchange Server with Exchange Hosted
Organizations (Microsoft Exchange Server 2010SP1 only)

b. Address Book Policies
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Figure 2-3: Vertical Permission Check

If the accessrequest finds a match, it stops searching and uses whatever permission setting is set
forits match.

Note: If there is a match further down the list in another group and the permission is a different
setting, the access request only uses the first hit of that match.

If the accessrequest does not find a match in one tier, it continues on through each tier and the
permissions settings for each tier. If there is no match in any tier or Group or user list, or it finds a
match and the permission settingis "Deny," it lands in the Manage Refusals list.

Manage Refusals list tab

Any accessrequest that moves through the 3-tier check and was not matched at any level or

was matched and the permission setting is "Deny," the mailbox ends up in the Manage Refusals
list. Temporary or permanent permission can be set for any mailboxin the Manage Refusals list.
For more information, see "Manage Refusals Tab" on page 33.

Examples of Use

1. Scenario #1: The Administrator sets the "Any" user permission setting on"Deny"in the All
mailboxes tab. All mailboxes are inaccessible as aresult. The Administrator needs access
to the CEQO's mailboxin an EDB file.
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The CEQO isinternal to the Administrator's forest, and access should only be provided to this
mailbox, while all other mailboxes remain inaccessible. He adds the CEO's mailboxinto
the Specific (Internal) mailboxlist using the "Add Mailbox' button on that page. He then
adds his user name to the users and/or group list using the "Add user/group..." button and
sets the permission to "Allow."

Since the CEO's mailboxis listed on the specific internals list and this is processed first, when
the Administrator uses Ontrack PowerControls to open the EDB containing mailboxes from
within his forest, the CEO's mailboxis accessible while all other mailboxes are inaccessible.

2. Scenario #2: The Administrator runs Ontrack PowerControls and attempts to open an EDB
containing a mailbox belonging to Paul Smith, an executive who isinternal fo the
Administrator's forest. It isinaccessible. It passes through the Specific Internal group or user
listings and no match is found. It then processes through the Mailbox Categories and no
matchis found. It then moves to the All tab and processes through the Group or users list
and no matchis found. It ends up in the Manage Refusals list.

The client using Ontrack PowerControls is performing some transactions requiring that Paul
Smith's mailbox be accessible. Since the Administrator does not want access to Paul
Smith's mailbox to be permanent, the temporary access is set for a day. The client
performs his tasks on Ontrack PowerControls and when the time limit expires, Paul Smith's
mailbox automatically reverts back to being inaccessible.

3. Scenario #3: The Administrator sets permissions so that he is allowed access to all external
mailboxes in the Mailbox Category tab. These are mailboxes that are outside the
Administrator's forest. The Administrator runs Ontrack PowerControls and opens an EDB
containing mailboxes from within the forest.

Ontrack PowerControls denies access to all mailboxes in this EDB. The Administrator then
opens an EDB containing mailboxes from another environment. Ontrack PowerControls
allows access to all mailboxes in this EDB as they are external to the forest.

4. Scenario #4: The Administrator has freshly installed the Kroll Onfrack Administrative Server
and has no mailboxes permission rules defined. As aresult, all mailboxes are inaccessible.
The Administrator has Address Book Policies defined for a number of different groups within
his organization and has created group specific administrator users. Each group
administrator should be allowed access to the mailboxes within their group. For example,
‘Group Administrator ABP 1’ should be able to access mailboxes listed in the Global
Address List (GAL) for the Address Book Policy, ‘ABP1'.

On the ‘Mailbox categories’ tab, the Administrator opens the Mailbox category list,
selects “Internal to ABP ‘ABP1'"and then adds the '‘Group Administrator ABP1' user name
to the users and/or group list by clicking "Add user/group..." and sets the permission to
"Allow."
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When the ‘Group Administrator ABP1' user runs Ontrack PowerControls and opens an EDB
containing mailboxes from the organization as a whole, only those mailboxes that are
listedinthe ABP1 Address Book Policy GAL are accessible. All other mailboxes are not
accessible. Since no other mailbox permissions are defined when another user runs
Ontrack PowerControls and opens the same EDB, no mailboxes can be accessed.

5. Scenario #5: The Administrator clears mailbox permissions. All mailboxes are inaccessible
as aresult. The Administrator’s environment has deployed Microsoft Exchange Server 2010
with the ‘/hosting’ switch and has a number of Microsoft Exchange Server Hosted
Organizations defined. The Administrator has created hosted organization specific
administrator users. Each hosted organization administrator should be allowed access to
the mailboxes within their hosted organization. ‘Hosted Organization 1 Administrator’
should be able to access mailboxes from ‘Hosted Organization 1" and ‘Hosted
Organization 2 Administrator’ should be able to access mailboxes from ‘Hosted
Organization 2'.

On the *‘Mailbox categories’ tab, the Administrator opens the Mailbox category list and
selects “Internal to organization ‘Hosted Organization 1'". He then adds the ‘Hosted
Organization T Administrator’ user name to the users and/or group list by clicking "Add
user/group..." and sets the permission to "Allow." He then repeats this process for ‘Hosted
Organization 2'.

When the 'Hosted Organization 1 Administrator’ user runs Ontrack PowerControls and
opens an EDB containing mailboxes from the environment as a whole, only the mailboxes
from ‘Hosted Organization 1" can be accessed. All other mailboxes are denied. When the
‘Hosted Organization 2 Administrator’ user runs Ontrack PowerControls and opens that
same EDB, only those mailboxes that are from ‘Hosted Organization 2' can be accessed;
he cannot access mailboxes from ‘Hosted Organization 1’ or anywhere else, just as
‘Hosted Organization 1 Administrator’ cannot access mailboxes from ‘Hosted
Organization 2'.

The Specific (Internal) tab presents alist of known internal mailboxes. By selecting one from the
list, the permissions associated with that mailbox can be viewed and/or edited.
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Figure 2-4: Specific (Internal) tab

Location Column

The Location column provides information relating to the location of a mailbox. This columnis
present in the following:

= Specific (Infernal) page
= Choose Internal Mailboxes dialog box

= Manage Refusals page

The location of a mailboxis determined in order of the following criteria:

1. Address book policy (ABP) with a Global Address List (GAL) that includes the mailbox
owner.

2. Hosted organization membership
3. Domain membership.

The association of an ABP takes precedence over membership of a hosted organization which
takes precedence over membership of a domain.

The location column consists of a prefix and location details in the form ‘<Location:><Details>’
as follows:

Abp: Mailbox owner is listed by the Global Address List of named address book policy or policies.

Org: Mailbox owner is a member of the named hosted organization.
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Dom: Mailbox owneris a member of the named domain.

Forexample: ‘Abp:ABP1’, '‘Org:HostedOrg1’, ‘Dom:domain.com’.

Adding a Mailbox

You can add a mailbox to the Internal mailbox list. This list is used to apply permissions in the
Permissions for mailbox section.

You canfilter the list to help you in finding specific users in a large organization. The list is
populated with all of the live mailboxes found in the forest, along with theirlocation. You may
select one or more of these mailboxes to add to the list.

To add internal mailboxes

1. Click the Specific (Internal) tab.
2. Click Add Mailbox. The Choose Internal Mailboxes to Add window appears.

Choose Internal Mailboxes to Add

Filker
Namefilterl |[ Search l

Mailboxes Within'domain.local'.
Mame Location GLID

Cancel

Figure 2-5: Choose Internal Mailboxes to Add

3. Enter a Name Filter and click Search. The list populates with mailboxes based on the filter
you entered.

4. Do one of the following:
e Click Allto select the whole list of mailboxes.

e Select mailboxes individually.
e Clearmailboxes list by clicking None.

5. Click OK. The Internal mailboxes list is populated with selected mailboxes.
6. Click Save.

Adding and Removing a User or Group

You can add a new group or user to the Group or user box in the Permissions for Mailbox section.
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Permissions for Mailbox

Group or user Actions
Mame | Type i Allow
@ Deny

Add user/group ... Remawve user/group

Figure 2-6: Add user/group button

To add a user or group

1. Click Add user/group. The Add Groups or Users window appears.

Add Groups or, Users
Filker
Object types Uzers Groups

Marme filter | | Search

Uzers and Groups Within domain.local

MHame Type

Any uger Cancel

Figure 2-7: Add Groups or Users window

2. Select orclear the Objecttypes you want to search, Users and/or Groups.
3. Do one of the following:
¢ Enter a Name filter to narrow down the list and click Search.

Note: KOAS inserts an "*"to create a wild card search.

e Click Any user. The Add Groups and Users window closes and Any is listed in the Group
or user box.

4. Inthe populatedlist, do one of the following:
e Click Allto select the whole list of users and groups.
e Select users and groups individually.
o Clear users and groups list by clicking None.

5. Click OK.
6. Click Save.
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To remove a user or group

1. Select one or more groups or users by clicking once in the Group or user box. Multiple
groups or users can be selected using the Shift or Cirl key.

Click Remove user/group.
3. Click Save.

The Permissions for Mailbox sectionis used to set permissions for groups or users, add orremove
groups or users, or change the order on which they are processed through.

Permizzions for M ailbos “Administrator in "Dom:corp, acme com”

Group or uger Actionz
MHame Tupe ﬁ Allaw
ﬁi’ jd@acme. comicorp. acme.com) Lzer Derny

m‘ﬁ«dministrators (corp.acme.com)  Group @
m‘ Users {corp.acme.com’ Group

Add uzerdgroup... Remowe uger/group

Figure 2-8: Permissions for Mailbox section

Group or user

The Group or user box lists the Name of the group or user and the Type, Group or User.
To set permissions on a group or user

1. Click once on a group or userin the Group or user box.
Note: Multiple users can be selected by holding down the Shift key.
2. Select Allow or Deny under Actions.

Permizzions for Mailbox "administrator in "Dom:corp, acme , com”

Group or uger Actionz
M ame Type 4 L dllow
i jd@acme. com{corp, acme.com ) Deny

m.ﬂ.dministlatms (corp. acme.com) Group
m U zers (corp.acrne.conm ) Group
l Add uzerdaroup... l [F!emnve user/group ]

Figure 2-9: Permissions applied to group or user

You can change the order of Groups or users using the up and down arrows. The order of the
group or user affects the orderin which the permission model processes. For example, in the
Figure below, if user "Administrator has the permission setting of "Allow" and the group "Any"is set
to "Deny," since "Administrator" is listed first, it will be "hit" first.
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Permizzions for Mailbox “Adminiztrator in Do corp, acme , com®
Group or uzer Actions

Mame Type inennsnsnt -dﬁ-hhllow
|. jd@acme, com{corp. acme.com)  User D Drety
Any (Makches any user) Ay 4

m‘.&dministrators {corp.acme.com) Group
on .. -

£

[ Add uzer/group... ] [Hemnve uzer/graup ]

Figure 2-10: "Administrator"is listed first in Group or user box and the permission setting is "Allow."

In the next Figure, the group "Any" has been moved to the top of the list and is hit first. Any group
or user listed beneath "Any," even if the permission setting is "Allow," does not get hit since "Any"
was hit first and its setting is "Deny." Therefore, any group or user, no matter what the permission
setting, is denied permission fo access.

Permizgzions for Mailbos “ddminiztrator'in "Dom;corp, acme  com”
Group or uger Actionz

[ alow

.' Deny

|

Mame Type

any (Matches any user) Ay
ﬁ jd@acme, comi{corp,acme.com’ Lser
i &dministrators (corp.acme.com) Group
on .. -

| £

[ Add uzer/group... ] [ Remaove uzer/group ]

Figure 2-11: The Group "Any"has been moved to the top of the list and the permission setting is
IIDeny‘H

Specific (External) tab

External Mailboxes are mailboxes not found within the Administrator's forest that are not detailed
in Active Directory. The Specific (External) mailboxes tab presents a list of known external
mailboxes. By selecting one from the list, the permissions associated with that mailbox can be
viewed and/or edited.
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B Kroll Ontrack® Management Console |Z||§|r>__<|

File  Tools  Help

'0,-‘ | Specific (Internal)l Spexific (External) ||Mai|b0x categories | Al || Manage refusals |

These permissions apply to specific mailboxes that do not exist within the current domain,

)
&
&)

Pemissiorrs External mailboces

Mame  GUID  File Add mailbac:,

Licensing Remave mailbax

Mane Tvpe ﬁ Allov
Deny

=

Add userfgroup... Remove user/group

Figure 2-12: Specific (External) tab

Adding a Mailbox

You can add external mailboxes to the External Mailbox list. You can use this list o apply
permissions in the Permissions for mailbox section.

To add an external mailbox

1. Select the Specific (External) tab.
2. Click Add mailbox. The Select an EDB window appears.

Select an EDB

EDE File

|| | Browse... |

Laq file directan

| | Browsze. . |
Cancel

Figure 2-13: Select an EDB

3. Do one of the following:
e Browse for an EDB File.

e Browse for a Logfile directory.

©2013 Kroll Ontrack Inc 20



Chapter 2: Mailbox Permissions Service

4. Click OK. The EDB file is opened. During this time a progress window appears:

EDB Parsing Progress

Scanning logfiles

[N |

Caricel

Figure 2-14: EDB Parsing Progress window

Upon completion of loading the EDB file, the Choose External Mailboxes to Add window

appears.

Choose External Mailboxes to Add

Mailboxes within "ENGINEERING.

M ame

k.g3hjz2aaa EXCHZ
[] kg3hjzeaaa ExXCH2
[] Ka3hjzebaa EXCH2
[] kg3hizmaza EXCHZ
] Ka3hjzuasa EXCH2

GUID

R3b7c25e-9431 -4oab-a973-4cbB2e6dE7 52
0261f0c5-3cb5-4c1 a-bEBc-e52985842a77
bAb0d0aE-f26e-41 ee-387c-bedd44ableeh
ddaZe737-2f7a-470a-9cel-befe2fA0eabh
12ebBb28-efad-476e-bal4-82197b27cbEn

[ & [ Mome |

I Ok ][ Cancel ]

Figure 2-15: Choose External Mailboxes to Add window

5. Do one of the following:

e Click Allto select the whole list of mailboxes.

¢ Select mailboxesindividually.

e Clear mailboxlist by clicking None.

6. Click OK. The External mailboxes list is populated with selected mailboxes.

7. Click Save.

To remove an external mailbox

1. Select one or more external mailbox(es) in the list.

2. Click Remove mailbox.

3. Click Save.

Adding and Removing a User or Group

You can add a new group or user to the Group or user boxin the Permissions for Mailbox section.
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Permissions For mailbox "J0oe" in "Dom, corp. acme, com”

Group or user Actions
Mame | Type i Allow
@ Deny

Add user/group ... Remawve user/group

Figure 2-16: Add user/group button

To add a user or group

1.

Click Add user/group. The Add Groups or Users window appears.

Add Groups or, Users
Filker
Object types Uzers Groups

Marme filter | | Search

Uzers and Groups Within domain.local

MHame Type

Any uger Cancel

Figure 2-17: Add Groups or Users window

Select or clear the Object types you want to search, Users and/or Groups.
Do one of the following:
¢ Enter a Name filter to narrow down the list and click Search.

e Click Any user. The Add Groups and Users window closes and Any is listed in the Group
or user box.

In the populated list, do one of the following:
e Click Allto select the whole list of users and groups.
e Select users and groups individually.
e Clearusers and groups list by clicking None.

Click OK.
Click Save.

To remove a user or group

1.

Select one or more groups or users by clicking once in the Group or user box. Multiple
groups or users can be selected using the Shift or Cirl key.
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2. Click Remove user/group.
3. Click Save.

The Permissions for Mailbox sectionis used to set permissions for groups or users, add orremove
groups or users, or change the order on which they are processed through.

Permizzions for Mailbox “Adminiztrator in "Donicorp,ache .com'”
Group or uzer Actiong
Allaw

MHame Type

=

ﬁi’ jd@acme. comicorp. acme.com) Lzer Derny

m‘.&dministrators (corp.acme.com)  Group
m‘ Users {corp.acme.com’ Group

Add uzerdgroup... Remowe uger/group

Figure 2-18: Permissions for Mailbox section

=

Group or user
The Group or user box lists the Name of the group or user and the Type, Group or User.
To set permissions on a group or user

1. Click once on a group or user in the Group or user box.
Note: Multiple users can be selected by holding down the Shift key.
2. Select Allow or Deny under Actions.

Fermizzionz for Mailbox “Adminiztrator' in "Dorm:corp.acme .com®

Group ar uzer Actions
Mame Type ﬁ [ Allow
i jd@acme. com{corp, acme.com ) Deny

mhdministratnrs (Corp. acme.com ) Group
m IUzers {corp.acme.com) Group
l Add uger/aroup... ] [F!emnve uger/aroup ]

Figure 2-19: Permissions applied to group or user

You can change the order of Groups or users by using the up and down arrows. The order of the
group or user affects the order in which the permission model processes. For example, in the next
Figure, if user "Administrator” has the permission setting of "Allow" and the group "Any"is set to
"Deny,"since "Administrator”is listed first, it will be "hit" first.
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Group or uzer Actions
Mame Type inennsnsnt -dﬁ-hhllow
|. jd@acme. com{corp, acme.com 1 Uszer

Any (Makches any user)

Ay

m‘.&dministrators {corp.acme.com) Group
on .. -

£

[] Deny

[ Add uzer/group... ] [Hemnve uzer/graup ]

Figure 2-20: "Administrator"is listed first in Group or user box and the permission setting is "Allow."

In the next Figure, the group "Any" has been moved to the top of the list and is hit first. Any group
or user listed beneath"Any," even if the permission setting is "Allow," does not get hit since "Any"
was hit first and its setting is "Deny." Therefore, any group or user, no matter what the permission
setting, is denied permission to access.

Permizsions for Mailbox “Sdministrator in "Dom:corp, acme .com”

Group or uzer

Actionz

Mame

Anvy (Matches any user)

Type

Ay

ﬁi jd@acme, comicorp. acme.cam’ L zer
m‘.&dministrators {corp.acme.com) Group
o . -

£

[T

[ &llow

- Deny

[ Add uzer/group... ] [ Remave uger/group l

Figure 2-21: The Group "Any"has been moved to the top of the list and the permission setting is
IIDeny'H

Mailbox Categories Tab

Using the Mailbox Categories tab, you can set permissions to mailboxes categorized by their
location. For more information about locations, see "Location Column" on page 15.

The mailbox categories available in a specific environment are dependent on the configuration
and deployed features in that environment. Operation in a multi-domain forest or when multi-
tenant features like Address Book Policies and Exchange Hosted Organizations are in use will
affect the categories listed.
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B Kroll Ontrack® Management Console

File  Tools  Help

Spedific (Internal) | Specific (External)l Mailbox cabegories |.0.II Manage refusals

These permissions apply mailboxes according to their category,

E

$0
| ““ Permiszions mMailbox categary
(%) Maiboxes internal ko this domain ) Maiboxes external ko this domain
%g Licensing
Permission Faor all Mailbaxes Internal o this Domain
— Group or user Actions
5 Dierey
oo

Add userfgroup. .. Remove user/group

Figure 2-22: Mailbox categories tab

Select the Mailbox Category to which you want the permission to apply from the following:

= Internalto ABP 'xxx': Referenced by this specific Address Book Policy Global Address List.

= Internalto any ABP: Referenced by any Address Book Policy Global Address List.

= Internalto organization 'xxx': Member of a specific Microsoft Exchange Server hosted
organization.

= Internalto any organization: Member of any Microsoft Exchange Server hosted
organization.

= Internalto domain 'xxx’' but not configured in an ABP or organization: Member of a specific
domain, but not referenced by an Address Book Policy Global Address List or member of a
Microsoft Exchange Server hosted organization.

= Internalto forest but not configured in an ABP or organization: Member of any domainin
the forest, but not referenced by an Address Book Policy Global Address List or member of
a Microsoft Exchange Server hosted organization.

= Internalto forest: Member of any domain in the forest.

= Externalto forest: Member of a domain outside the forest.

You can add a new group or user to the Group or user box to the selected category.
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Internal ko Forest

Group or user Actions
Mame = Type ’ﬁ' Allow
& Dery
[ Add user/group... ] Remove user/group

Figure 2-23: Add user/group button
To add a user or group

1. Click Add user/group. The Add Groups or Users window appears.

Add Groups or, Users
Filker
Object types Uzers Groups

Marme filter | | Search

Uzers and Groups YWithin Darnicorp. acme . com

MHame Type

Any uger Cancel

Figure 2-24: Add Groups or Users window

2. Select orclear the Objecttypes you want to search, Users and/or Groups.
3. Do one of the following:
e Enter a Name filter to narrow down the list and click Search.
¢ Click Any user. The Add Groups and Users window closes and Any is listed in the Group
or user box.
4. Inthe populatedlist, do one of the following:
e Click Allto select the whole list of users and groups.

e Select users and groups individually.
e Clearusers and groups list by clicking None.

5. Click OK.
6. Click Save.
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To remove a user or group

1. Select one or more groups or users by clicking once in the Group or user box. Multiple
groups or users can be selected using the Shift or Cirl key.

2. Click Remove user/group.
3. Click Save.

In common with all controls within the Mailbox Permissions service that list users and groups
informationis displayed in a standardized form designed to disambiguate.

Users are identified by their User Principal Name (UPN) followed by additional informationin
parenthesis. The UPN is used to disambiguate and ensure the user can be uniquely identified. In
parenthesis following the user name additional information is provided as follows:

s ‘<UPN> (<domain.name,<Loc:><LocationName>)' —where
e <UPN>isthe User Principal Name (e.g. user@domain.com)
e <domain.name>is the domain where the useris defined (e.g. domain.com).
e <lLoc:><LocationName> can be:
o Org:<Exchange Hosted Org Name>
o Abp:<Assigned ABP>

e.g. john.doe@company.com (corp.company.com)

e.g. administrator@orgl.com (hosted.local,Org:orgl)

e.g. administrator@domain.local (domain.local, Abp:Abp_1)

Groups are identified by their name followed by additional information in parenthesis. The
additional informationis used to disambiguate and ensure the group can be uniquely identified.
In parenthesis following the user name additional information is provided as follows:

= ‘'<Group name> (<info>)’
e <Group name>is the name of group.

e Where <info>can be:
o The domain where the useris defined (e.g. domain.com).

o 'Well known SID’ — In multi-domain environments this is shown when the group is
an inbuilt security group identified by a well-known SID. Each domain will likely
have its own instance of a well-known group so KOAS aggregates them info a
single object to avoid confusion.

o The special ‘Any’ group provided to match any user will display as ‘Any
(Matches any user)’

e e.g. Administrators (corp.company.com)
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e e.9. Account Operators (Well known SID)

e e.g. Any (Matches any user)

Note: If permissions are set for a user or group and that user or group is later deleted it will no
longer be recognized. In this scenario the user/group name will be: ‘<user/group name> (Ext:)".

You can use this section to set permissions for groups or users, add orremove groups or Users, or
change the order on which they are processed through.

Group or user
The Group or user box lists the Name of the group or user and the Type, Group or User.

Internal bo Forest

Group o Lser Actions
Name Type 1 Allow
ﬁ' jd@acrme. conm {oorp, acre, cam ) Uger Deny

§ sdministrators (corp.acme.com) Group &
ﬁ? 1% ([@ACME, COM {Corp, &CIE, cam ) Uzer
mUSE'S (Corp. acme.com ) Group

Add uzer/group... Rermove uzer/group

Figure 2-25: Permission for the category "Internal to forest" (any mailbox that is a member of any
domain in the forest)

To set permissions on a group or user

1. Click once on a group or user in the Group or user box.
Note: Multiple users can be selected by holding down the Shift key.
2. Select Allow or Deny under Actions.

Internal bo Forest

Group or user Actiors
Name Type | w i
ﬁi’jl:I@acme.com(corp.acme.com) User I, » cams b 5’ ] Deny
m‘ﬁdministrators (Corp. acme.com ) Group
ﬁj’ 1% @aCme, Com {Carp, acmme, com ) Uger
i} Users (corp.acme. com) Group
[ Add uzer/group... ] l Femaove user/group ]

Figure 2-26: Permissions applied to group or user
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Sorting the Permission Order

You can change the order of Groups or users by using the up and down arrows. The order of the
group or user affects the order in which the permission model processes. For example, in the next
Figure, if user "Administrator” has the permission setting of "Allow" and the group "Any"is set to
"Deny,"since "Administrator”is listed first, it will be "hit" first.

Internal ko Foresk

GEroup or user Actions
Name Type L ieasssrnd -ﬁ'h Allaw
|' jd@acme. com (COrp. acrme, cam D Deny
m‘.&dministrators {corp. acme. com ) Group
15 @acme, com (Corp, acme, com) User
lm‘Users {corp.acme.com Group

[ Add uzer/group... ] [ Remaove uzer/group ]

Figure 2-27: The "Administrator” user is at the top of the list and the Actionisset to "Allow"
permission.

In the next Figure, the group "Any" has been moved to the top of the list and is hit first. Any group
or user listed beneath "Any," even if the permission setting is "Allow," does not get hit since "Any"

was hit first and its setting is "Deny." Therefore, any group or user, no matter what the permission
setting, is denied permission fo access.

Internal bo Foresk

Group o Lser Actions
Name Type ﬁ O Ao
Any (Makches any user) Apy ssssssssssssmmen -@ Dreny
ﬁ’ BF@corp,acme, comicorp.acme,com)  User
mhdministlators (Carp.acme. cam) Group
CYi@carp,acme. comicorp.acme.com)  User
{5 Users (corp.acme.com) Group

[ Add uzer/group. . ] [ Remaove user/group ]

Figure 2-28: The Group "Any"has been moved to the top of the list and the Actionisset to "Deny"
permission.

All Mailboxes Tab

All Mailboxes is a general mailbox category that allows permissions fo be set at a high level (e.g.,
allow a user or group to access any mailbox).
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€ Kroll Ontrack® Management Console

File  Tools  Help
m | Specific (Internal) || Specific (External) || Mailbosx categories" al ||Manage reFusaIs|
These permissions apply to all mailboxes,
ﬁ ﬁ Permissions Group or user Actions

Mame | Type i Allovy
y

=
e

EE

Add user/group, .. Remove userigroup

Figure 2-29: All mailboxes tab

Adding and Removing a User or Group
You can add a new group or user to the Group or user boxin the All mailboxes tab.

These pemissions apply to all mailboxes.

Group or user Actions
Name Type ﬁ Allow
@ Deny

Add user/group ... | Remove user/group

Figure 2-30: Add user/group button
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To add a user or group

1. Click Add user/group. The Add Groups or Users window appears.

Add Groups or Users
Filker
Object types Users Groups

M ame: filter | | Search

Uzers and Groups YWithin Darnicorp. acme . com

Hame Tupe

Ay uzer Cancel

Figure 2-31: Add Groups or Users window

2. Select orclearthe Objecttypes you want to search, Users and/or Groups.
3. Do one of the following:
e Enfer a Name filter to narrow down the list and click Search.
e Click Any user. The Add Groups and Users window closes and Any is listed in the Group
or user box.
4. Inthe populatedlist, do one of the following:
e Click Allto select the whole list of users and groups.

e Select users and groups individually.
e Clearusers and groups list by clicking None.

5. Click OK.
6. Click Save.

To remove a user or group

1. Select one or more groups or users by clicking once in the Group or user box. Multiple
groups or users can be selected using the Shift or Cirl key.

2. Click Remove user/group.
3. Click Save.

You can use this section to set permissions for groups or users, add orremove groups or Users, or
change the order on which they are processed through.

Group or user
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The Group or user box lists the Name of the group or user and the Type, Group, or User.

These permizzions apply ta all mailboxes.

Group o Lger Actions
Mame Type ﬁ Allcwa
ﬁi BF@carp, acme. comicorp.acme.com) | Jser Dery
m‘.&dministrators (corp.acme.canm) Group @
ﬁi CWMi@corp,acme. comicarp.acme.com)  Llser

mUsers {Carp, Acme, camy Group

Add uzerfgroup... Remowe uzer/group

Figure 2-32: Group or user box
To set permissions on group or user

1. Click once on a group or user in the Group or user box.
Note: Multiple users can be selected by holding down the Shift key.

2. Select Allow or Deny under Actions.

These permizzionz apply to all mailboxes.

Group or uzer Actionz

& 7 &llow

"5» Deny

Graup

[ Add uzer/group... ] [ Remaove uzer/group ]

Figure 2-33: Permissions applied to group or user

Sorting the Permission Order

You can change the order of Groups or users by using the up and down arrows. The order of the
group or user affects the order in which the permission model processes. For example, in the next
Figure, if user "Administrator" has the permission setting of "Allow" and the group "Any"is set to
"Deny,"since "Administrator”is listed first, it will be "hit" first.
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Group or uzer Actions

Name Type L sesmsmseesret T"ﬁh ;
ﬁ’jd@acme.com {oorp.acme.com)  User D [ Dery
mhdministlatms {carp.acme.cam)  Group
ﬁ? 1% @acrme,com (corp.acme.com ) User
f Users (corp.acme.com) Group
Ay (Matches any user) Any

[ Add uzerdgroup... l [F!emnve uger/group l

Figure 2-34: The "Administrator"is at the top of the list and the Actionis set to "Allow" permission.

In the next Figure, the group "Any" has been moved to the top of the list and is hit first. Any group
or user listed beneath "Any," even if the permission setting is "Allow," does not get hit since "Any"

was hit first and its setting is "Deny." Therefore, any group or user, no matter what the permission
setting, is denied permission fo access.

Group ar user Actions
Mame Type ﬁ O Alaw
Any (Matches any user) Ay wssssssssssssssssssssss - @ Derny
ﬁi me@acme.com (corp.acme.com)  Jeer
Administrators (COrp.acme.com) Group
1z @acme,cam (Corp. acme, com ) Uzer
m‘ |Jeers {COMp.ACTE. COMM ) Graup

l Add uzerfgroup... l [F!emnve uzer/group ]

Figure 2-35: The Group "Any"has been moved to the top of the list and the Actionisset to "Deny"
permission.

You can change the permission setting on a mailbox that has failed access attempts either
through a "Deny" permission setting or by not finding a match. The server maintains a list of all the

failed mailbox access attempts. These are listed in the Manage refusals fab of the Kroll Ontrack
Management Console.
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B Kroll Ontrack® Management Console |Z||E|r>__<|

File  Tools  Help
Specific (Internal) | Specific (External) | Mailbox categories | All |Manage refusals

User Mame Mailboz: Display Mame ¥ LastRefu... Access Granted Until Mailbox File

E

=)

Permizsions

3 Licensing

IA

Manage refusals tab
The Manage refusals tab displays the following information:

= User Name: Name of the user that attempted the access.

= Mailbox Display Name: Name of the mailbox on which access was attempted.
= Last Refused: Date and time of the last failed attempt.

= Access Granted Until: Date and time up to which access will be allowed.

= MailboxFile: The path to the file where the mailbox originated.

= GUID: The unigque identification of the mailbox.

= Mailbox Location: The location of the mailbox. For more information, see "Location
Column" on page 15.

Allowing a Refusal

There are two ways you can allow a refused mailbox access. A refusal can be temporarily
allowed or permanently allowed.

Permanently allowing a refusal involves generating a permission entry for that access attempt.

Temporarily allowing arefusal requires that the user indicate the duration of the access.
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Figure 3-14: Adding a SharePoint Database to the Licensed List

Select "Add to Licensed List" to permanently add this database to the list of licensed databases
in the Cenftral License Server which counts against the SharePoint Database name quota.

Clients permitted to add SharePoint databases check box

This check box allows the administrator to control whether clients can add new databases to the
quota.

Figure 3-15: Check box to allow clients to add new databases

Note: The Exchange Server check box works independently of the SharePoint database check
box, enabling you to add fo the Exchange Server quota while the SharePoint database quota
check boxis disabled.

Refresh Button

The Refresh button delivers the most current information detailing the quota usage. Refresh is
also available through a context menu by right-clicking in the window.
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The License File tab displays all of the information supplied by the license file currently being used
by the CLS. It displays the license file name and allows the launch of the License Information
window, which can be used to preview other license files and switch license files, if desired.

I:‘ Kroll Ontrack® Management Console o

File Tocols Help

!-lm | status | Manage Sessions | License File
Ontrack PowerControls 7.0
£0
Central License Server Active
License Details:
Software License Number: -
% Licensing OPC70-Unlimited-CLS

Licensed Simultaneous Active Session count: 100 sessions
Licensed mailbox count: 100 mailboxes

Ontrack® PowerControls™ Agents for use with Microsoft Exchange Server:
Enabled : Agent for use with Microsoft Exchange Server

Enabled : Agent for Administrative Services

Enabled : Agent for Advanced Searching

Enabled : Agent for CA ARCserve

Enabled : Agent for CommVault Simpana

Enabled : Agent for Content Analysis

Enabled : Agent for EMC NetWorker

Enabled : Agent for HP Data Protector

m

Enabled : Agent for IBM Tivoli Storage Manager

Enabled : Agent for PST as Source

Enabled : Agent for Symantec Backup Exec

Enabled : Agent for Symantec NetBackup

Enabled : Agent for UltraBac

Enabled : Agent for Windows NT Backup |

Ontrack® PowerControls™ Agents for use with Microsoft Office SharePaint Server:
Enabled : Agent for use with Microsoft Office SharePoint Server 57

License File Name:

C:\sers\administrator HONDA Documents \Unlimited-CLS-100session. ini

Figure 1: License File tab

The License File Name field displays the name of the license file currently in use.
Tip: Copy the supplied license file to your local storage location.

Click the Change button to launch the License Information window which enables you to switch
to anotherlicense file or buy a new subscription from Kroll Ontrack.

The License Information window allows the CLS administrator to view license files other than the
license file currently in use by the CLS. It allows the CLS administrator to change the license file
currently in use by the CLS. Changing to another license file requires arestart of the CLS service.

Note: All existing CLS client connections are lost when the CLS service restarts. Providing the
Agent for Administrative servicesis not active the clients will simply reconnect on their next
licensing check, and there is no loss of work. If the Agent for Administrative servicesis active the
clients will be forced to close.
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Tip: Kroll Ontrack recommends storing one single license file in a centralized location for easier
management of the Ontrack PowerControls application suite.

License Information —

Ontrack PowerControls 7.0

Central License Server Active

License Details:

Software License Mumber:
OPC70-Unlimited-CLS B

»

Licensed Simultaneous Active Session count: 100 sessions
Licensed mailbox count: 100 maiboxes

Ontrack® PowerControls™ Agents for use with Microsoft Exchange Server:
Enabled : Agent for use with Microsoft Exchange Server
Enabled : Agent for Administrative Services

Enabled : Agent for Advanced Searching

Enabled : Agent for CA ARCserve

Enabled : Agent for CommVault Simpana

Enabled : Agent for Content Analysis

Enabled : Agent for EMC MetWorker

Enabled : Agent for HP Data Protector

Enabled : Agent for IBM Tivoli Storage Manager
Enabled : Agent for PST as Source

Enabled : Agent for Symantec Backup Exec

| Enabled : Agent for Symantec NetBackup

| Enabled : Agent for UltraBac

|  Enabled : Agent for Windows NT Backup

m

License File Mame:
sersadministrator. HONDA\Documents\Unlimited-CL5- 100session.ini -

Buy Mow ][ Close ]

Figure 3-16: License Information window
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Audit Service First Run Configuration

When the audit service plugin is first installed using the Kroll Ontrack Management Console, a
configuration screen allows you to change the audit store root path and the 24-hour log rollover
time. For more information, see "Configuration Tab" on page 62.

B Kroll Ontrack® Management Console
I Zudit Service Plugiri First Bun

- Audit Store Root Path
Configuration

C:ADocuments and Settingziall U sershdpplication DataKrolldntrack W.O0AS Waudit Store Rooth,

24 Hour Log Rollover Time
Server Local Time  O0:00:00

KROLL ONTRACK [ Firiish ][ Cancel ]

The Kroll Dntrack ® Management Congole iz installing plugin K045 Auditing Service'.

[

| [ Skip ]L Cancel 4

Figure 4-1: Audit Service First Run

Skip Button

The "Skip" button can be used to skip finalization of the current plugin. If a plugin's finalization is
skipped, it will not be available for configuration in the KOMC and its service not provided to
clients, asit is deactivated. Skipped plugins can be activated using the Plug-in Activation
command on the Tools menu item at any time after finalization.

Advertising on Active Directory

After finalizing (or Skipping) each plugin, you are prompted as to whether you want to advertise
in Active Directory.

Active Directory Services Advertising

_:;:) Do vou want the server to be advertised using Active Directory Services?

[ ves J[ ills ” Cancel ]

Figure 4-2: Active Directory Advertising message

For more information, see "Server Operation” on page 5.
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Manage Logs Tab

In the audit log file main window, you are presented with the directory free of log files. You can
view, copy, validate, and delete audit logs. When you select "View Log," the log is first verified,
and then displays in a browser window.

BE Kroll Ontrack® Management Console

File  Tools Help

.T

Manage Logs | Configuration |

= [5) C:ADocuments and Setting ||5] 2007_11_07@21_21_22 sml
2123 Kroll Ontrack® Admini| | 2] 2007_11_07@21_21_22 1.xml

[ 2007_10_25@21 | A 2007_11_07@21_21_22_ 26 sl
) 2007_10_31@14,

2007_11_07@E21

ot
““ Permizzions

£ _K0AS Mailbox P
(£ _KOAS Mailbaw P
|5 FKroll Ontrack® Manac
=15 Kroll Ontrack® banag
L5 Administrator
153 Ontrack® PowerCont
1L Ontrack® PowerCanh

3 Licenzing

& >

Yiew Log Copy Lag Yalidate Log Delete Lag Fiefresh [F5)

Figure 4-3: Manage Logs tab

Note: The date and time used to form the name of the folder and log file are based on UTC
(GMT+0), not local time.

Log Directory Tree

Note: A sessionlog's folder name is determined by using client application name (e.g. Ontrack
PowerControls) followed by the date and time the session started (in UTC - GMT+0, not local
time-zone). In cases when two clients connect within the same second, the folder name of the
second connection will be suffixed with alower case letter "a.'If a third connection occurred
within the same second it would be suffixed with "b"' and so on.

Audit Logs

The right pane displays the audit session logs.
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= Ifthe icon af the beginning of the log is 1 and/or the log file name has a"@" at the end, it
indicates the session is still running and therefore the log isincomplete.

= Ifthe iconis &, it indicates the session is complete.

Note: A session log's name is determined using the date and time the session started (in UTC -
GMT+0, not local time-zone) with an .xml file extension. Over time, log files will grow and so in
order to prevent logs from growing so large that they become unwieldy, new ‘rollover'logs are
created. The naming convention for these “rolloverlogs'is the original date and time name with
a "_1'suffix for the first rollover log, a *_2' suffix for the second rolloverlog, and so on.

You can update the information on the page by clicking the Refresh button.

You can open an audit log by selecting alogin the right pane and clicking the View Log button.
It opens after a validation is performed. If the validation fails, the log is still viewalble but a warning
message is displayed.

Kroll Ontrack® Audit Session
Detailed Report

File Data

File
This File Previous File MNext File End

Reason
CiDocuments and SettingstAll CADocuments and SettingsiAll CA\Documents and SettingstAll
UserstApplication UserstApplication UserstApplication File
DatarollOntrackik O AS\AUdit DatarollOntrackik OASALdIL DataWrollOntracklk O AS VAU Rolled
Store Rootikroll Ontrack® Store Rootikroll Ontrack® Store Rootikroll Ontrack® Due To
Administrative Administrative Administrative

Sener2007_11_07@21 21 22  Server2007_11_07@21 21 22  Server2007_11_07@21_21 22 | 1'Me
\2007_11_07@21_21 27 1xml \2007_11_07@21_21_22xmi V2007 _11_07@@21_21 27 23ml

Session Data

Application Name User Name Machine Name Session Start Time Session End Time Session End Reason

Figure 4-4: Audit Session sample
Session Data
This section includes:

= Application Name: The name of the application or service being audited (for example,
Ontrack PowerControls).
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= User Name: Name of the userlogged in and running the application. The user name is the
Unique Principal Name (UPN) of the user with the domain name in parenthesis; for
example, user.name@location.com (domain.local).

= Machine Name: The network name for the computer.
= Session Start Time: Start of the Kroll Ontrack Administrative Server Audit Session for that
application.

= Session End Time: End of the Kroll Ontrack Administrative Server Audit Session for that
application.

= Session End Reason: The reason the session was ended: "Closed - Client Closed Session,"
the application closed: "Closed - Connection Lost," the connection failed unexpectedly
(for example, network failure).

Activity Data

Total Activity Entries 72

Activity Id: |66

Server Time Client Time Action Action Modifier Transaction Id
20:19:07 5:19:07 PM Service session closed |Standalone 0

Parameter Name Parameter Value

Senice name KOAS Auditing Service

Client initiated disconnect |Trus

Lser name jbrice

Machine name TARGET

Address 127.0.0.1

Server connection ID 1o

Client application name  |Ontrack® PowerControlsl ExtractWizard

Activity Id: 67

Server Time Client Time Action Action Modifier Transacticn Id
20:19:07 20:19:07 Audit Log Closed |Standalone 0

Parameter

Parameter Value
Name

C:~Documnents and Settings-All Users-Application Data~KrollOntrack“KOAS-Audit Store
Filename Root“Ontrack® PowerControlsl ExtractVWizard~2007_11_07@23_41_32
~2007_11_07@23_41_32 =l

Final FE1C330D SFe31A46 ABC9549D ABAG3EDE CFECEZZE
Checksum
Feacnn Session Ended

Figure 4-5: Activity Datain the Audit Log
Activity Data
This section logs:
= Total Activity Entries: The total number of activities entered by the user.
= Activity Id: Sequential number assigned to user activity.
= ServerTime: The time of day according to the server.
= ClientTime: The time of day according to the client.

= Action: The type of activity based on the audit activities listed in Appendix A: Activities fo
be Logged.
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